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Welcome and Introduction

- Why We're Here

- Fraud Trends and Insights 

- Fraud Mitigation and 
Payments Optimization

- Questions
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"Humans have the opportunity to be the greatest defense against 
cyberattacks, but most are often found to be the weakest link in the 
chain. Lack of proper training and prioritization of a strong security 
posture leave employees vulnerable to accidentally releasing attacks 
into the business."
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Source: McAfee Labs Threats Report
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Fraud Defenses: 
Scale Up, Never Let Your Guard Down 

82%

52%
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Notable Cyber Threats

TD Bank, N.A. | Bank Deposits FDIC Insured
TRUST | ADVICE | SECURITY

Threats identified as "sever key themes" are part of TD's risk and threat mapping
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Denise DeRosa, Asst. School Business 
Administrator and Assistant Board Secretary
Middletown Township School District

Total Revenue Budget: $171.73 million

Student Population: ~9,500

Number of Schools: 16 
(includes 3 middle schools and 2 high schools)
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Working Capital Management:
Focus Bears Results

32%68%

Over two-thirds of organizations place a heavy emphasis on 
optimizing working capital, which could be reflective of the 
challenging operational environment. 

Sixty percent of firms noted improvements in 
working capital, while 28% have remained even, and 
only 4% indicated working capital deterioration during 
this timeframe. Internal initiatives alone or with 
external financing (54%) showed the largest 
improvement.

31%

6%

23%

28%

12%

00000

Internal

External

Both

Status Quo

Worse/Unsure
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Managing Working Capital Beyond 2020
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Five Key Changes:

• Improve visibility to increase responsiveness - streamline metrics and reporting, 
focus on key indicators.

• Increase the frequency scenario modeling for cash flow forecasting and develop 
proactive contingency plans.

• Accelerate technology adoption and digital transformation – increase operational 
efficiencies and embrace virtual, technology-enabled ways of working.

• Revisit service delivery models - increase flexibility, resilience, and agility to 
understand and manage risks across the supply chain and their impact on cash flow.

• Make working capital management a cross-functional responsibility and minimize 
activities that will jeopardize liquidity.

Source: Hackett Group 2020 Working Capital Study
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Optimize your business payments to improve working 
capital and reduce operational costs.

Taking the first steps…where to begin

Build a strategy to optimize the use of various "Payment Rails"

 Commercial Credit Card* – efficient for both payer and payee; 
monetize payables with float and revenue opportunities

 ACH Transactions – economical and versatile

 Checks – Resource-intensive, time-consuming and expensive

 Wires – some transactions simply call for a Fedwire
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*Not a revolving credit line
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Cost-Benefit of Optimizing Payment Rails

Creating a (Virtual) Card Program Converting Check to ACH Outsourcing Checks

Cost Savings

Cost of a check: $3.00
$1,500 Monthly (500 Checks)

Avg Cost of a Card Payment: $1.50
$750 Monthly (500 Payments)

Cost Savings: $750/month

Revenue Opportunity
Average Rebate: 100bps – 60bps

Revenue Opportunity
$1MM - $10K - $6K
$2MM - $20K - $12K
$3MM - $30K - $18K

ROI = +$19K – $15K (Annually)

Cost Savings

Cost of a check: $3.00
$1,500 Monthly (500 Checks)

Cost of an ACH Payment: $.29
$145 Monthly (500 Payments)

Cost Savings: $1,355/month

**Not all Checks can become Card or ACH. 
Some vendors remain in a world where checks 
are required. Overall, there is an 
"Optimization" of these rails and that is unique 
to every business.**

Cost Savings

Cost of a check: $3.00
$1,500 Monthly (500 Checks)

Cost of a Bank issued Check: $2.34
$1,170 Monthly (500 Payments)

Cost Savings: $330/month

**In this scenario, all of the time and effort is 
reduced to one file that gets sent to the bank for 
processing.**

TRUST | ADVICE | SECURITY
TD Bank, N.A. | Bank Deposits FDIC Insured

TD Bank | Building Fraud and Cybercrime Defenses

14



Optimization Strategy

Take the time to review your current payment mix
• Analyze where your payments are focused today.

Explore potential benefits of a (virtual) card program
• Offset expenses by monetizing a portion of spend.

Find the right payment solution for your business
• Consider your evolving needs to gain efficiencies.

Capitalize on the opportunity to streamline
• Implement your strategy with key partners.

Track the results and report benefits to key stakeholders.
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Fraud Mitigation 
Strategy
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For example:

4 Accounts comprised of:

Account 1: Check and ACH activity

Account 2: ACH Only

Account 3: Check only

Account 4: No Check or ACH

Check Positive Pay with 
Payee Verification

ACH Positive Pay

ACH Block

Check Block

TRUST | ADVICE | SECURITY

Fraud Strategy: Layer 1 – Account Structure
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For example:

4 Accounts comprised of:

Account 1: Check and ACH activity

Account 2: ACH Only

Account 3: Check only

Account 4: No Check or ACH

Check Positive Pay with 
Payee Verification

ACH Positive Pay

ACH Block

Check Block

Physical Security

Change Management Policies

Separation of Duties and Access

Storage of Vendor Information

Layer 1
Account Structure

Fraud Strategy: Layer 2 – Account Information
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For example:

4 Accounts 
comprised of:

Account 1: Check and 
ACH activity

Account 2: ACH Only

Account 3: Check only

Account 4: No Check 
or ACH

Check Positive Pay with 
Payee Verification

ACH Positive Pay
Blocks/Filters

ACH Block

Check Block

Physical/Network 
Security

Change Management 
Policies

Separation of Duties 
and Access

Storage of Vendor 
Information

Layer 1
Account Structure

Layer 2
Account Information

Training and Education

Individual Resiliency

Establishing a Risk 
Management Culture

Daily Reconcilement

Fraud Strategy: People and Processes

TRUST | ADVICE | SECURITY
TD Bank, N.A. | Bank Deposits FDIC Insured

TD Bank | Building Fraud and Cybercrime Defenses

19



O
ve

ra
ll

 F
ra

u
d

 S
tr

at
e

g
y

20
TRUST | ADVICE | SECURITY

TD Bank, N.A. | Bank Deposits FDIC Insured

Bank-Offered 
Products/Services

Dual Bank / Customer 
Approach

Customer Process/TacticsLegend
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Become More Resilient
In 2020, 74% of financial professionals reported that their organizations had been victims of attempted or actual fraud attacks, 

with 61% indicating that Account Payable is the most vulnerable business unit. Help safeguard your business through:
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Build the 
Right Culture.

Robust technology and static fraud 
prevention processes are not 
enough. 

Leaders must build a culture in 
which fraud awareness is second 
nature for the whole team.  

Moreover, that culture must support 
teams to stay abreast of the latest 
threats, with a clear understanding 
of how to spot and avoid them.

Establishing a culture of risk 
management and accountability 
ensures that security becomes part of 
the business and not an afterthought.

Source: McAfee Labs Threats Report

TRUST | ADVICE | SECURITY
22



Carla Krieman
TD Bank, America's Most Convenient Bank®
District Sales Manager, Treasury Mgmt.
M: (610) 945-8199
Email: Carla.Krieman@td.com
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Thank You!

Gordon Thomas
TD Bank, America's Most Convenient Bank®
Government Banking Relationship Manager
M: (609) 634-9599
Email: Gordon.Thomas@td.com
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Cheryl Griffith
TD Bank, America's Most Convenient Bank®
SVP, Government Banking Group Manager
M: (908) 552-9442
Email: Cheryl.Griffith@td.com

Melissa D'Alessandro
TD Bank, America's Most Convenient Bank®
Government Banking Relationship Manager
M: (609) 502-1209
Email: Melissa.a.Dalessandro@td.com

Lisa Semple
TD Bank, America's Most Convenient Bank®
Government Banking Relationship Manager
M: (908) 406-0343
Email: Lisa.Semple@td.com

Daniel Rodriguez
TD Bank, America's Most Convenient Bank®
Government Banking Relationship Manager
M: (201) 966-9777
Email: Daniel.Rodriguez@td.com
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1 TD Bank does not control the content or privacy policies associated with any third-party websites provided. 
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Resources at your Fingertips
Resource Link1

Cybersecurity and Infrastructure Security 
Agency (CISA)

Cyber Actors Target K-12 Distance Learning Education to Cause Disruptions 
and Steal Data

Webinar - K 12 Education Leaders' Guide to Ransomware Prevention, 
Response, and Recovery

https://www.cisa.gov/ransomware-reference-materials-k-12-school-and-
school-district-it-staff

Security Tip (ST04-014)_Avoiding Social Engineering and Phishing Attacks

https://www.cisa.gov/publication/secure-video-conferencing-schools

https://www.cisa.gov/ransomware-trainings-and-webinars

Treasury Perspectives Survey (2020)
Strategic Treasurer and TD Bank

https://strategictreasurer.com/2020-treasury-perspectives/
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10 COMMON RISK MANAGEMENT PRACTICES
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Cultivate a Risk Management Culture within the organization

Mandate Process Controls including dual control and segregation of duties

Validate the origin and security of a website's URL especially for banking and payments

Pick up the Phone to authenticate ALL payment requests (internal & vendor)

Inspect Bank Accounts Daily and reconcile frequently to spot potential fraud

Structure Bank Accounts to isolate activities and leverage inherent controls 

Use Fraud Deterrent Banking Services like Positive Pay, ACH Blocks/Filters, etc.

Monitor Information with credit reporting agencies and state record databases

Initiate Background Checks on ALL employees and contractors

Notify the Bank & Law Enforcement if you are under attack
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Cyber Threats: Phishing
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Ransomware Mitigations – Defend Today, Secure Tomorrow

Source: www.CISA.gov

Call your 
bank RM!
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